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Summary 

Junior  penetration Tester that has ability to identify, exploit and 

remediate vulnerabilities in Network  and web applications , And 

motivated by the challenge of breaking into the latest technologies. 

Education and relevant courses 

Bachelor degree of Computers and  Information Technology | Cumulative GPA 3.42 

Beni-Suef University, 2022 

Graduation Project : Web Application Firewall | Excellent 

Self-study courses 

- E-learn security penetration testing student .(PTS) 

- E-learn security penetration testing professional .(PTPv5) 

- E-learn security web application penetration testing .(WAPTv3) 

- Linux redhat admin 1& 2 

- Network+ 

 Technical skills 

• Network vulnerability scan and penetration testing (plan , discover , 

exploit , report and remediation). 

• Basic knowledge of exploitation development . 

• Automation tools /Develops . 

• Disk and memory forensics . 

• Maintained network performance by performing network 

monitoring and analysis, performance tuning, troubleshooting 

network problems. Skilled using Burp Suite, Acunetix Automatic 

Scanner, NMAP, Dir-Buster, Dir Search, , Nessus, SQL Map for web 

application penetration  testing. 



• Familiar with  Digital forensics investigation. 

• Good knowledge of socket programming , network protocols and 

TCP/IP & OSI models . 

• Network management and active directory knowledge . 

• Familiar with password hash cracking ,MD5,SHA1,SHA2, etc . 

• Linux and windows privilege escalation . 

• Real-time traffic and packet analysis with Wireshark and tcpdump . 

• Knowledge of OWASP TOP 10 . 
• Hardware and software troubleshooting . 

• Databases: MySQL, MS SQL, Oracle  
• Programming and scripting Languages: C++, Java, php ,python , bash   
• CTFs and machines player at  

▪ Cyber Talents  

▪ Hack The Box  

▪ Try Hack Me 

Teaching Experience 

Cyber Security Instructor – Faculty of Computers And Artificial intelligence  
Delivered lectures and hands-on training sessions for the Introduction to Cyber Security 
course. 

• Designed and developed practical labs to enhance students' understanding of real-
world cyber threats and vulnerabilities, including: 

o Cross-Site Scripting (XSS) 
o SQL Injection (SQLi) 

• Provided students with in-depth guidance on identifying, exploiting, and mitigating 
vulnerabilities through: 

o Source Code Review for secure coding practices. 
o Remediation Techniques (input validation , output decoding , prepared 

statement) to fix identified weaknesses effectively. 
• Assisted students with project work, focusing on practical applications of 

cybersecurity principles in both attack and defense. 

 Strength . 

• Good oral, written & presentation skills . 
• Public Speaking, Report Writing, Team Player. 

• Lead & work as a team in an organized way. 

• Action-oriented and result-focused 

• Strong organizational skills and ability to multi-task 

https://cybertalents.com/members/khaledngm/profile
https://www.hackthebox.eu/home/users/profile/279836
https://tryhackme.com/p/khaledngm

